Tom proactively monitors his
business systems and end points
with Prime. Employees interactions
with sensitive data are monitored
24/7,and Tom is notified the
moment risky, hon-compliant
behavior occurs. Tom downloaded

QOSTODIAN PRIME

O rg an i yJe t i ona I o this report to quantify risk levels for

his Board and provide a
corresponding action plan.

data'risk report

Report name: HI Risk Assessment

Reporting period: Jan1, 2022 - Jun 3, 2022

Generated by: Tom J, VP of Information Security

Created on: Jun 3, 2022




At-a-glance, Tom can see the exact quantity of data
sources, employees, and sensitive data type being
monitored. With flat rate pricing, Tom is able to increases

Monitoring overview

the number of targets as needed to keep the business
safe, without incurring additional fees.

Overview of your Qostodian platform coverage and sensitive data holdings.

Data sources

Number of data sources monitored

58,227

4300 (13%)
Data source breakdown
13,974 (24%) Windows
9.898 (17%) Mac
7569 (13%) Linux
4,076 (7%) OneDrive

22,708 (39%) Others

Reporting period: Jan 1, 2022 - Jan 3, 2022

People monitored

Number of persons monitored:

58,227

~ 4300 (13%)
Department breakdown
13,974 (24%) Marketing
0.898 (17%) Product
7.569 (13%) Engineering
4,076 (7%) Security

22,708 (39%) Others

Sensitive info

Unique sensitive info monitored:

100,000

~ 4300 (13%)
Info type breakdown
50,000 (50%) Driver's licence number
23,000 (23%) Health insurance Number
3,000 (3%) Social Security Number
2,000 (2%) Info Type

22,000 (22%) Others



Organizational Risk Score

Total risk : 56,708

~ 4300 (13%)

Risk score evolution
Organizational risk score evolution over time
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With risk configured specifically to Tom's business,

Prime generates an organizational risk score and
provides insight into change over time.

Riskiest departments
Based on total risk score

28,354 +50% lreasury

11,341 +20% Credit

5670 +10% Mortgage

2,835 +5% Accounting

2,835 +5% Loans

2,835 +5% Credit

1134 +2% Sales and trading

1134 +2%  Legal and compliance

567 +1% Internal affairs

4k 8k 12k

Tom keeps an eye on the

departments with the most
sensitive data in their possession.




People-centric view

Total monitored people : 56,708

~ 4300 (13%)

Risk score distribution
Distribution of monitored people risk scores at report generation.
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Risk score segmentation

Configured to Tom's risk tolerance, Tom can keep track of
people who handle large quantities of sensitive data. On

his risk intelligence dashboard, his team has created a
“watch list" with views of percent change over time.

People count

Riskiest people

Based on total risk score

28,354 +50% Clifford Collins
11,341 +20% Arnold Miller

5 670 +10% Priscilla Mraz
2,835 +5% Miss Enrique Hessel
2,835 +5% Stacey Anderson
2,835 +5% Cristina Schultz
1,134 +2% Pearl Kuvalis

1,134 +2% Joanna Kemmer

567 +1% Flora Mayer MD

4k 8k 12k 16k 20k 24k 28k 32k

Risk score

36k



Automatic views of data propagation
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Q Enter a sensitive information and choose from results appearing below

Tom can show immediate
remediation of a critical incident: a
policy violation related to a specific
customer's credit card number.

Country v Info Typeo v Sensitive Info v Category v Regulationo 2 Match Ratio @

Credit Card Number X Postal Code X match ratio: 6/45 X

Nicolas Thibeault possessed a
maximum of 7 infos during this

Tom was able to run a search for Show only watchlist period of time across 8 files. Last 30 days v
the credit card number, see which S
. . . nd date : -
employee first interacted with it e JJ9. it Tufies Untitaday (89 days)
and which additional employees
had it in their possession over time. T
P el oo i m:g:m 24 infos | 56 files Until today (23 days)
geanizrzl L&if:rm‘it:rame Rislgsfore 16 infos | 39 files 15 days 9 days
o il 669 37 infos | 109 files
ngineering Risk Score
Aspen Culhane 409 37 infos | 109 files

Engineering Risk Score





